Lll 


44 


10 and (proactiv$6 pro?activ$6 
permit$5 forward$6 reach$6 
pass$6 network before prior 
against arop$o aiscaru$o diock$o 
stop$5) near5 (packet data 
messag$6 attac$6 servic$6 
request header intru$6 detect$6) 


US-PGPUB; 
USPAT; 
EPO; JPO; 

r>CD\A/CMT 

UtKWtN 1 


OR 


ON 


2005/06/10 19:03 


LIZ 




11 and (routing intermediate 6 
firewall$5 accel$6) nearS (device 
unit examin$6 detect$6 prevent$6 
discard$6 drop$6 permi$6) 


i ic n^*oi io. 

US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/10 18:05 


L13 


26 


12 and (insert$6 add$3 or sum$6 
inject$6) near5 (packet data 
messag$6 attac$6 servic$6 
request header intru$6 detect$6 
identif$7) 


US-PGPUB; 

1 ICDATi 

UbPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/10 19:04 
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LI 


2 


( M 6799270").PN. 


US-PGPUB; 
USPAT; 
USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2005/06/10 16:26 




1 


1 and (packet session message) 
near2 (identif$6 determin$5) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/10 16:31 


1 "3 


1 


z and (pacKet session message) 
near2 (handl$5 drop$6 discard$6 
route or forward$6 redirect$6 
compar$6 generat$6) 


Ub-rbrllB, 

USPAT; 
EPO; JPO; 
DERWENT 


UR 


UN 


z005/Uo/10 1d:j3 


L4 


1 


3 and (packet session message 
information data rout$5) near2 
(secur$o or prevent attacK$D 
handl$5 drop$6 discard$6 route or 
forward$6 redirect$6 compar$6 
generat$6) 


US-PGPUB; 
USPAT; 

trU, JrU, 
DERWENT 


OR 


ON 


2005/06/10 16:56 


L5 


734 


(identif$7 determin$5 or filter$5 
detetc$6) nearS (dos denial near2 
service attack$5 malic$6 intru$8) 
near3 ( source packet or 
connect$5 session messag$5) 


US-PGPUB; 

1 ICDATi 

UbPAT; 

EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/10 16:59 


L6 


1032 


(identif$7 determin$5 or filter$5 
detetc$6) nearS (dos denial near2 
service attack$5 malic$6 intru$8 
undesired) near3 ( source packet 
or connect$5 session messag$5) 


US-PGPUB; 

1 ICDATi 

UbrAT; 

EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/10 17:03 


L7 


272 


6 same (prevent$6 protect$6 
blok$5 discard$6 drop$6) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/10 17:01 


L8 


176 


7 same (proactiv$6 pro?activ$6 
permit$5 forward$6 reach$6 
pass$6 network before prior) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/10 17:03 


L9 


177 


7 same (proactiv$6 pro?activ$6 
permit$5 forward$6 reach$6 
pass$6 network before prior 
against) 


i if n^Tii i r> . 

US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/10 17:10 


L10 


A A 

44 


y and (identif?/ determines or 
filter$5 detetc$6 verif$7 based) 
nearS identifier 


1 IC D^DI IO< 

Ub-PGrUB; 

USPAT; 
EPO; JPO; 
DERWENT 


UK 


ON 


2005/06/10 17:04 
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S5 


21 


(dos denial near2 service) nearS 
(drop$5 discard$5) near2 (packet 
or connect$5 data session) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 20:54 


S6 


14 


S5 and (identif$7 determines or 
filter$5) nearS (dos denial near2 
service attack$5 malic$6 source 
packet or connect$5 session) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:06 


S7 


12754 


(identif$7 determm$5 or filter$5 
drop$5 discard$5 stop$5 block$5 
detect$5) nearS (dos denial near2 
service attack$5 malic$6 ) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:03 


S8 


554 


S7 same (source user client) same 
(destination server) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:07 


S9 


177 


S8 and (identif$7 determin$5 or 
filter$5) nearS (router routing 
firewall) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:06 


SIO 


146 


S9 and (drop$5 block$5 
discard$5) nearS (dos denial near2 
service attack$5 malic$6 source 
packet or connect$5 session data) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:07 


Sll 


143 


SIO and (source user client 
destination server) same (router 
routing firewall) 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:08 


S12 


89 


Sll and "713"/$.ccls. 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:14 


S13 


25 


S12 and @ad<"20010403" 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:10 


S14 


9 


S13 and identifier 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:11 


S15 


32 


709/227-232.ccls. and Sll 


US-PGPUB; 
USPAT; 
EPO; JPO; 
DERWENT 


OR 


ON 


2005/06/08 21:14 
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